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Definitions and Abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions defined in 3GPP TR 21.905 [2] and 3GPP TS 22.140 [1] and the following apply:

Abstract message: information which is transferred between two MMS entities used to convey an MM and/or associated control information between these two entities

NOTE 1:
The application protocol framework and technical realisation of MMS service features is described in terms of abstract messages in the present document.

Delivery Report: feedback information provided to an originator MMS User Agent by an MMS Relay/Server about the status of the delivery of an MM

External Server: network entity/application of an external system such as Internet email, unified messaging system or facsimile to which MMs may be sent to and/or from which MMs may be received by an MMS User Agent via an MMS service provider

NOTE 2:
An External Server is connected to that MMS Service Provider via non-MMS-specific protocols. 

Forwarding MMS User Agent: MMS User Agent that is the intended recipient of an MM, that requests forwarding of the MM for delivery to other recipient(s) without having to first download the MM

Forwarded MM: MM originally sent from a sender to an intended recipient which is then forwarded to other recipient(s) and to which a delivery report and/or read-reply report may refer and which may be subject to further forwarding

MM Delivery: act of a recipient MMS Relay/Server delivering an MM to a recipient MMS User Agent

MM Submission: act of an originator MMS User Agent submitting an MM to the originator MMS Relay/Server

MMSNA: Multimedia Messaging Service Network Architecture encompasses all the various elements that provide a complete MMS to a user
MMSE: collection of MMS-specific network elements under the control of a single administration

MMS Relay/Server: MMS-specific network entity/application that is under the control of an MMS service provider

NOTE 3:
An MMS Relay/Server transfers messages, provides operations of the MMS that are specific to or required by the mobile environment and provides (temporary and/or persistent) storage services to the MMS.

MMS User Agent: application residing on a UE, an MS or an external device that performs MMS-specific operations on a user's behalf

NOTE 4:
An MMS User Agent is not considered part of an MMSE.

MMS VAS Applications: Applications providing Value Added Services (e.g. news service or weather forecasts) to MMS users.

Original MM: (initial) MM sent from a sender to a recipient and to which a delivery report and/or a read-reply report and/or a reply-MM may refer and/or which may be subject to being forwarded

Originator MMSE: MMSE associated with the sender of an MM

Originator MMS Relay/Server: MMS Relay/Server associated with the sender of an MM

Originator MMS User Agent: MMS User Agent associated with the sender of an MM

Read-Reply Report: feedback information to an originator MMS User Agent by a recipient MMS User Agent about the status of handling/rendering of an original MM in a recipient MMS User Agent

Recipient MMSE: MMSE associated with the recipient of an MM

Recipient MMS Relay/Server: MMS Relay/Server associated with the recipient of an MM

Recipient MMS User Agent: MMS User Agent associated with the recipient of an MM

Reply-MM: the first reply accepted by the recipient MMS Relay/Server (after checking the reply charging limitations, such as the latest time of submission)in case of reply-charging 
Transaction: message pair sent between an MMS User Agent and MMS Relay/Server, or between MMS Relay/Servers

3.2
Abbreviations

For the purposes of the present document, the abbreviations defined in [1] and [2] and the following apply:

CDR
Call Data Record

DNS
Domain Name System

EMA
Electronic Message Association

E-Mail
Electronic Mail

ENUM
Electronic Numbering

FQDN
Fully Qualified Domain Name

GW
Gateway

HTTP
Hypertext Transfer Protocol

IANA
Internet Assigned Numbering Authority

IETF
Internet Engineering Task Force

IMAP4
Internet Message Access Protocol

MIME
Multipurpose Internet Mail Extensions

MM
Multimedia Message


MMS
Multimedia Messaging Service

MMSE
Multimedia Messaging Service Environment

MMSNA
Multimedia Messaging Service Network Architecture

MTA
Mail Transfer Agent

PAP
Push Access Protocol

PDU
Protocol Data Unit

POP3
Post Office Protocol Version 3

RDF
Resource Description Format

RFC
Request for Comments

SMIL
Synchronised Multimedia Integration Language

SMTP
Simple Mail Transfer Protocol
SSL
Secure Sockets Layer
TLS
Transport Layer Security protocol

UA
User Agent

UAProf
User Agent Profile

URI
Uniform Resource Identifiers

URL
Uniform Resource Locator

VAS
Value Added Service

VPIM
Voice Profile for Internet Mail

W3C
WWW Consortium

WAP
Wireless Application Protocol

WIM
WAP Identity Module
WML
Wireless Markup Language

WSP
WAP Session Protocol

WTCP
Wireless TCP

WTLS
Wireless Transport Layer Security

8.7
Technical realisation of MMS on reference point MM7

This clause may be specified further in future releases.

9 Technical realization of MMS on reference point MM1 based on tunnelled SMTP and IMAP protocols

9.1 Introduction

The MMS service is realised by the invocation of the reference point MM1 transactions between the MMS User Agent and the MMS Server.  MM1 messaging services, i.e. access and submission, are provided, where applicable, by the use of  tunnelled IMAP4 [35] and SMTP [22] protocols, where HTTP [48] protocol is used as a bearer.  In this case the MMS Relay behaves as a messaging proxy communicating with a MMS Server using, e.g. IMAP4  and SMTP protocols. These protocols are given as an example because at this stage MM2 interface is not standardized. HTTP [48] will be used as a transport protocol  for MMS  MM1 commands.
Depending on the action required all commands must be formatted as HTTP POST or GET requests, where the Request-URI specified in the RFC 2396 [54] and RFC 2192 [55] must indicate the protocol that may be used for message transactions between MMS Relay and MMS Server (Table 34), followed by a command  name, determining the MMS command to perform. 
Table 34: Protocol identifier mappings

	Protocol Identifier
	Example of Protocol 

	imap-cmd
	IMAP4

	smtp-cmd
	SMTP

	ctrl-cmd (1)
	


(1)This parameter is reserved for “non-messaging” command extensions, e.g.  forwarding, streaming.

All  MM1 message information elements must be transported as part of the HTTP message body or as URI parameters as appropriate.

The use of  HTTP stack provides the backwards compatibility with WAP 2.0 transport stack.

This technical realization is complete and can be used as a basis for constructing an interoperable MMS implementation that is compliant to functional specifications contained in this release.  

9.2 Protocol Framework

The following figure depicts the protocol framework for the technical realisation of reference point MM1 in 3GPP MMS, based on tunnelled IMAP4 and SMTP protocols. 
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Figure 7: Protocol Framework

In this protocol framework MMS User Agent communicates with MMS Relay Server via Wireless Access Gateway using tunnelled IMAP4 and SMTP protocols, where a single HTTP POST or GET request conveys all parameters needed for providing MMS  transactions by the MMS Relay/Server.  HTTP over TCP/IP is the transport protocol. The MMS Relay behaves as a messaging proxy communicating with the MMS Server, which can use  SMTP and IMAP4 protocols where applicable. Wireless Profiled TCP (WPTCP)[43] is the transmission control protocol. MMS is transparent to the transmission protocol used.
9.3 Architectural Support For MMS

The following figure depicts the architecture definition for an implementation of 3GPP MMS based on tunnelled SMTP and IMAP4 protocols.
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Figure 8:  MMS Based on tunnelled IMAP4 and SMTP protocols

The communication between a terminal and the Wireless Access Gateway uses tunnelled IMAP4, SMTP protocols and MMS MM1 specific commands over HTTP. For notification, the 3GPP-recommended PUSH protocol is used.  HTTP operates over Wireless Profiled TCP [43].

The communication between the Wireless Access Gateway and the MMS Relay/Server also uses tunnelled IMAP4, SMTP protocols and MMS MM1 specific commands. Wireless profiled TCP would be translated to normal TCP in the Wireless Access Gateway.
9.4 Transactions Flows Supporting MMS

9.4.1 Submission of Multimedia Message

The MMS UA utilizes the tunnelled SMTP protocol command to send a multimedia message to the MMS Relay/Server. HTTP POST method  is used for sending MMs.  MMS Relay/Server sends an HTTP response containing the Status-Code  “200”  OK back to the UA with SMTP information  providing the status of the request.

When  sending an MM, the Request-URI must contain the protocol identifier “smtp-cmd” and “data” parameters.

The following figure provides an example of this transaction. 


[image: image3.wmf]MMS Relay

MMS Server

POST http://username:password@operator.com:port/smtp-cmd/

data HTTP/1.1

Accept: image/gif,image/x-xbitmap,image/jpeg,application/msword

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0)

Content-Type: multipart/mixed; boundary="83746234jhkjh873984"

From: MSISDNA@operatorA.com

To: MSISDNB

X-Mms-3GPP-MMS-Version: 5.0.0

X-Mms-Message-Type: MM1_submit.REQ

X-Mms-Message-Class:  Personal

X-Mms-Delivery-Report: No

Subject: Listen to this!

………

83746234jhkjh873984

Content-Type: image/jpeg

……..

MMS UA

HTTP/1.1 200 OK

Date: Fri, 22 Jun 2001 14:28:15 GMT

Server: Apache/1.3.19 (Unix)

Servlet-Engine: Web Server/3.2.1 (JSP 3.1; Servlet 4.2)

Connection: close

Transfer-Encoding: chunked

Content-Type: text/vnd.3gpp.mms

X-Mms-Message-Type: MM1_submit.RES

X-Mms-Request-Status-Code: Ok

X-Mms-Response-Text: Message successfully submitted

X-Mms-Message-ID: "3294793274932749"

MAIL FROM:  RCPT TO:   DATA

250 OK  250 OK  354 enter mail

RFC 2822 Message    QUIT

250 OK  X-Mms-Message-ID: 221 goodbye

MM1_submit.REQ

MM1_submit.RES

MM2

Interface between MMS Relay and MMS

Server is presented as an example.


Figure 9: Submission of Multimedia Message

9.4.1.1 Transaction Flow: Submission of Multimedia Message

The originator MMS User Agent shall submit a terminal-originating MM to the originator MMS Relay/Server using the HTTP POST specified in RFC 2616 [48].  The handset has to establish TCP connection to the MMS Relay/Server before sending the HTTP request. 
After the HTTP request was successfully received, understood, and  accepted, the MMS Relay/Server sends the HTTP response with the Status-Code “200” OK and information about the status of the request, provided by the SMTP protocol as specified in the section 9.5.
9.4.1.2 Error Considerations: Submission of Multimedia Message

Error cases associated with MM1_submit.REQ and MM1_submit.RES commands are handled as specified in the section 9.5.
9.4.2 Multimedia Message Notification and associated retrieval

The MMS Relay/Server utilizes the WAP Push protocol [60] in order to send a multimedia message notification. For retrieval and acknowledgment an MMS Relay/Server and MMS User Agent must utilize the HTTP GET and POST methods. HTTP GET method is used by the MMS User Agent to  retrieve the multimedia message from the MMS Relay/Server. HTTP POST is used to send MM1_notification.RES and MM1_acknowledgment.REQ messages.  MM1_retrieve.RES message is sent within the HTTP response message with the appropriate values of the Status and Status-Text information elements, provided by the MMS Relay/Server after performing ,e.g. IMAP transactions.

In the GET or POST messages the Request-URI must contain the protocol identifier “imap-cmd”, commands “store”, “fetch”, and “MsgId” parameters. The MsgId parameter shall comply to the RFC 2060 [35] UID message attribute. Immediate retrieval of a new MM and delayed retrieval, when an MMS UA first acknowledges the notification and  later retrieves the message from a MMS Relay/Server, are considered. 

The following figures 10 and 11 illustrate an example of a notification and the associated immediate and delayed retrieval. 

All commands and parameters depicted in the following figures are specified in the WAP-247-PAP [24], RFC 2060 [35], RFC 2616 [48] and subclauses 9.5, 9.10.
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Server: Apache/1.3.19 (Unix)

Servlet-Engine: Web Server/3.2.1 (JSP 3.1; Servlet 4.2)

Connection: close

Transfer-Encoding: chunked

…

Content-Type: multipart/mixed; boundary="=====3274932749==="

X-Mms-3GPP-MMS-Version: 5.0.0

X-Mms-Message-Type: MM1_retrieve.RES

From: operator.com

…

MM1_notification.RES

POST imap://username:password@operator.com:port/imap-cmd/

store?MsgId=8734874  HTTP/1.1

Accept: image/jpeg

User-Agent: wap/1.3 (Motorola; x)

Content-Type: text/vnd.3gpp.mms

X-Mms-Version: 5.0.0

X-Mms-Message-Type: MM1_notification.RES

X-Mms-MM-Status-Code: Retrieved

IMAP UID STORE RSP

IMAP UID STORE (FLAGS)

HTTP/1.1 200 OK

POST /cgi-bin/wap_push.cgi HTTP/1.1

Host: www.ppg-operator.com

Content-Type: multipart/related; boundary="==9732947iweyrieyrw973247=="

…

9732947iweyrieyrw973247

Content-Type: application/xml

<?xml version "1.0">

<!DOCTYPE pap PUBLIC "-//WAPFORUM//DTD PAP 1.0//EN"

                         http://wapforum.org/DTD/pap_1.0.dtd">

<pap>

<push-message push-id="777@toto.com">

<address address-value=…</address>

</push-message>

…

</pap>

9732947iweyrieyrw973247

Content-Type:text/vnd.3gpp.mms

X-Mms-Version: 5.0.0

X-Mms-Message-Type: MM1_notification.REQ

X-Mms-Message-Class: Personal

X-Mms-Message-Reference: imap://username:password@operator.com:port/imap-

cmd/fetch?MsgId=8734874

X-Mms-Message-Size: 1024

From: 7872326778@operator.com

Subject: Listen to this

X-Mms-Delivery-Report: Yes

…

==9732947iweyrieyrw973247==

Figure 10: Notification and Immediate Retrieval of Multimedia Message
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X-Mms-3GPP-MMS-Version: 5.0.0

X-Mms-Message-Type: MM1_retrieve.RES

From: operator.com

…
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POST imap://username:password@operator.com:port/imap-cmd/

store?MsgId=8734874 HTTP/1.1

Accept: image/jpeg

User-Agent: wap/1.3 (Motorola; x)

Content-Type: text/vnd.3gpp.mms

X-Mms-Version: 5.0.0

X-Mms-Message-Type: MM1_notification.RES

X-Mms-MM-Status-Code: Deferred
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...

X-Mms-Message-Type: MM1_retrieve.REQ

...

POST imap://usename:password@operator.com:port/imap-cmd/

store?MsgId=8734874 HTTP/1.1

...

X-Mms-Message-Type: MM1_acknowledgment.REQ

X-Mms-Report-Allowed: No

X-Mms-MM-Status-Code: Retrieved

POST /cgi-bin/wap_push.cgi HTTP/1.1

Host: www.ppg-operator.com

Content-Type: multipart/related; boundary="==9732947iweyrieyrw973247=="

…

9732947iweyrieyrw973247

Content-Type: application/xml

<?xml version "1.0">

<!DOCTYPE pap PUBLIC "-//WAPFORUM//DTD PAP 1.0//EN"

                         http://wapforum.org/DTD/pap_1.0.dtd">

<pap>

<push-message push-id="777@toto.com">

<address address-value=…</address>

</push-message>

…

</pap>

9732947iweyrieyrw973247

Content-Type:text/vnd.3gpp.mms

X-Mms-Version: 5.0.0

X-Mms-Message-Type: MM1_notification.REQ

X-Mms-Message-Class: Personal

X-Mms-Message-Reference: imap://username:password@operator.com:port/imap-

cmd/fetch?MsgId=8734874

X-Mms-Message-Size: 1024

From: 7872326778@operator.com

Subject: Listen to this

X-Mms-Delivery-Report: Yes

…

==9732947iweyrieyrw973247==


Figure 11: Notification and Delayed Retrieval of Multimedia Message

9.4.2.1 Transaction flow: MMS Relay/Server Sending Notification to MMS User Agent

The MMS Relay/Server shall utilize the MM1_notification.REQ message when it needs to inform the MMS User Agent that a message is available for delivery.  The MM1_notification.REQ message shall be sent by the MMS Relay/Server to the MMS User Agent using the WAP PUSH [60].  The MM1_notification.REQ message content and headers shall be sent as a message body of a Push Message [61].  The X-Wap-Application-Id message header of that push message shall be set to ‘x-wap-application:mms.ua’.
The information conveyed shall include an RFC 2192 [55]  compliant URL used to provide information for all subsequent transactions by the MMS User Agent. This URL shall uniquely identify the associated MM by providing the “MsgId” parameter  in the format parameter_name=value, e.g.:

X-Mms-Message-Reference: imap://usename:password@operator.com:port/imap-cmd/fetch?MsgId=74875847
Additional information about the message (e.g. message size, expiry) may be used by the MMS User Agent to determine its behavior.  

After receiving the MM1_notification.REQ message, the MMS User Agent shall send  MM1_notification.RES  within the HTTP POST message to the MMS Relay/Server  with  “imap-cmd”, “store” and “MsgId” parameters. The header mappings for MM1_notification.RES are provided in the table 40. 

Upon its reception, MMS Server may use IMAP4 protocol to communicate with MMS Server.

The MM1_notification.RES shall provide the status of the message retrieval. The status “Retrieved” shall be used only if the MMS User Agent has successfully retrieved the MM message prior to sending the MM1_notification.RES response message. 

9.4.2.2 Error Considerations: MMS Relay/Server Sending Notification to MMS User Agent

The various errors cases for sending MM1_notification.REQ message are handled as specified in the Push Access Protocol [24].
Error cases associated with MM1_notification.RES command are handled as specified in the section  9.10.1.13 by providing the corresponding value of the MM Status information element.
9.4.2.3 Transaction flow: MMS User Agent Retrieving the Multimedia Message

To perform the retrieval of a MM, the MMS UA shall send HTTP GET request to the MMS Relay/Sever, where Request-URI is provided by the MM1_notification.REQ message, e.g.: 

GET imap://username:password@operator.com:port/imap-cmd/fetch?MsgId=874857
Delivery of the MM message may be either before or after the MM1_notification.RES message, depending on immediate retrieval or delayed retrieval of MM message respectively. The MMS Relay/Sever may therefore decide to request an acknowledgement from the MMS User Agent to confirm a successful retrieval in case of a delayed retrieval. These variations are shown in Figure 10 and 11 respectively.

If terminal capability negotiation feature is supported, UAProf [25] information will be transported as a part of the HTTP request.

In normal operation, MM1_retrieve.RES message contains the MM content and control information.

Depending on the Delivery Report information element in the MM1_retrieve.RES message the MM1_asknowledgment.REQ may indicate whether a delivery notice back to the originator of MM is allowed or not. The MM1_acknowledgment.REQ  message is sent  within  HTTP POST message, where “imap-cmd”, “store” and “MsgId”  parameters are transferred as part of the Request-URI.

The detailed format of the  MM1_retrieve.REQ, MM1_retrieve.RES and MM1_acknowledgment.REQ messages is provided in the sections 9.10.1.5- 9.10.1.7.

9.4.2.4 Error Considerations: MMS User Agent Retrieving the Multimedia Message

The various error cases associated with MM1_retrieve.REQ message are handled by passing the corresponding  values of the Status and Status Text information elements in the MM1_retrieve.RES message as spesified in  the section 9.5.
The error cases associated with MM1_acknowledgment.REQ message are handled by providing the HTTP response message by the MMS Relay/Server.

9.4.3 Forwarding of Multimedia Message
In order to forward a MM  without retrieving the message to the MMS UA, the MMS UA will use an HTTP POST  request with a URI that specifies “ctrl-cmd/forward” as the command part. The “forward” command is a MMS specific command that may, for example, be translated to a series of SMTP commands in the MM2 interface between the MMS Relay and MMS Server. This extension is necessary due to the lack of a command with the proper functionality in the IMAP and SMTP command suite. The following figure illustrates such an interaction with a sample MM2 implementation.
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Create TCP session to operator.com on Port 25

220 address.com ESMTP Sendmail

EHLO mailproxy.service.com

250-address.com Hello mailproxy.service.com

250 piplining

RSET

250 RSET state

MAIL FROM:MSISDN@operator.com

RCPT TO MSISDNA@operatorA.com

DATA

250 MSISDN@operator.com... Sender Ok

250 MSISDNA@operatorA.com... Recipient Ok

354 Enter mail, end with "." on a line by itself

Content-Type: multipart/mixed;

boundary="==weewew=="

Date: Fri, 13 Jun 2001 14:28:13 GMT

X-Mms-Version: 5.0.0

...

.

QUIT

250 hsgdj Message accepted for delivery

221 operator.com closing connection


Figure 12: Forwarding without prior retrieval of Multimedia Message

9.4.3.1 Transaction flow: MMS User Agent Forwarding the Multimedia Message

The forwarding User Agent initiates an HTTP POST request  to the MMS Relay/Server specifying the “ctrl-cmd/forward” as a part of the Request-URI. Upon its reception the MMS Relay/Server may perform a set of SMTP transactions in order to forward the message to the specified recipient.

The response from the MMS Relay/Server is transported within an HTTP response message and provides the status of the request as specified in the section 9.5.

9.4.3.2 Error Considerations: MMS User Agent Forwarding the Multimedia Message

The various error cases associated with forwarding of the message are handled by passing the corresponding values of the Status and Status Text information elements as described in the section 9.5.
9.4.4 Delivery Report
To permit the originating MMS User Agent to know when a message delivery has occurred the Delivery Report message has been defined to provide that information. The MM1_delivery_report.REQ message is originated by the MMS Relay/Server and provides information to the MMS User Agent about the message that was delivered. 

The following figure 13 shows an example of this message. All commands names depicted in the following figure are specified in WAP-247-PAP [24].
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Figure 13: Delivery Report delivery via WAP Push from the recipient MMS Relay/Server

9.4.4.1 Transaction flow: Delivery Report

The MM1_delivery_report.REQ message shall be delivered by the MMS Relay/Server to the MMS User Agent using the WAP Push [60].
In this case the Delivery Report message shall be sent as the message body of a Push Message [61].  The X-Wap-Application-Id message header of that push message shall be set to ‘x-wap-application:mms.ua’.
Due to the nature of the message, the X-Mms-Message-Class: header shall have the value ‘Auto’, the X-Mms-Read-Reply: header shall have the value ‘No’, and the X-Mms-Delivery-Report: header shall have the value ‘No’ in a read-reply message.

The MM1_delivery_report.REQ message conveys information about the status of a particular message delivery that was performed.  The message is identified by the Message ID that was generated when the original message was posted.  It also provides addressing information of the originally targeted entity.

If an MM message was addressed to multiple entities, multiple MM1_delivery_report.REQ messages should be expected to be returned, one for each addressed entity.

A target MMS User Agent may, within an MM1_notification.RES message or an MM1_acknowledgement.REQ message, request denial of an originator’s request for delivery notification.  Therefore, an MMS User Agent should not expect to receive all the MM1_delivery_report.REQ messages that it may have requested.

9.4.4.2 Error Considerations: Delivery Report

The various errors cases for delivering the MM1_delivery_report.REQ message by the MMS Relay/Server are handled as it is specified in the Push Access Protocol [24]. 

9.4.5 Read-Reply Report
When the originating MMS User Agent requests the Read-Reply in a multimedia message, the receiving MMS User Agent may send a read message back to it.
The MM1_read_reply_recipient.REQ message is sent using the normal submission mechanisms as described in section 9.4.1. 

The MM1_read_reply_originator.REQ message is send using WAP Push [60].
The following figures 14 and 15 illustrate  examples of such transactions.  
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Figure 14: Submission of Read-Reply Report
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Figure 15: Read-Reply Report delivery via WAP Push from the recipient MMS Relay/Server
9.4.5.1 Transaction flow: Read-Reply Report

If supported by a receiving MMS User Agent, the read reply message is sent to the MMS Relay/Server when a MM message has been read and includes the “X-Mms-Delivery-Report” header with value ‘Yes’.  The message shall be submitted using the normal MM1_submit.REQ operation as it is just another message origination. 

The MM1_read_reply_originator.REQ message shall be delivered by the MMS Relay/Server to the MMS User Agent using the WAP Push [60]. 
The Read-Reply message shall be sent as the message body of a Push Message [61]. The X-Wap-Application-Id message header of that push message shall be set to ‘x-wap-application:mms.ua’.

Due to the nature of the message, the X-Mms-Message-Class: header shall have the value ‘Auto’, the X-Mms-Read-Reply: header shall have the value ‘No’, and the X-Mms-Delivery-Report: header shall have the value ‘No’ in a read-reply message.

The MM1_read_reply_originator.REQ message conveys information about the disposition of a particular multimedia message. The message is identified by the Message ID  that was generated when the original message was posted. It also provides address information of the originally targeted entity.

If a MM message was addressed to multiple entities, multiple MM1_read_reply_originator.REQ messages should be expected to be returned, one for each addressed entity.

A target MMS User Agent may deny an originator’s request for Read-Reply notification.  Therefore, an MMS User Agent should not expect to receive all the MM1_read_reply_originator.REQ messages that it may have requested.

9.4.5.2 Error Considerations: Delivery of Read-Reply Report 

The various errors cases for delivering MM1_read_reply_originator.REQ message by the MMS Relay/Server are handled as it is specified in the Push Access Protocol [24].
The error cases associated with MM1_read_reply_recipient.REQ message are handled as specified in subclause 9.4.1.
9.5 MM1 Error and Message Status Considerations
There are two different types of errors/responses that can be considered: errors/responses associated  with a transport protocol HTTP [48] for MMS MM1 commands and errors/responses generated by the MMS Relay/Server after performing e.g. IMAP4, SMTP or specific MMS MM1 commands. 

After receiving and interpreting an HTTP request message sent by the MMS UA, MMS Relay/Server shall respond with an HTTP response message containing the Status Code and the Reason Phrase as specified in the HTTP protocol [48]. The following HTTP Status Codes may be supported by the UE and the MMS Relay/Server:  

· Informational 1xx;

The client should continue with its request. This interim response is used to inform the client that the initial part of the request has been received and has not been yet rejected by the server;

· Successful 2xx;

This class of Status Code indicates that the client’s request was successfully received, understood, and accepted;

· Redirection 3xx;

This class of Status Code indicates that further action needs to be taken by the MMS UA in order to fulfil the request;

· ME Error 4xx;

The 4xx class of Status Code is intended for cases in which the client seems to have an error.

Upon a successful receipt of an HTTP request message the MMS Relay/Server shall respond with an appropriate MM1 message, transported as a message body of an HTTP response message. The MM1 response message is only transported within an HTTP response message body containing the Status Code 200, e.g.:

HTTP/1.1 200 OK

Date: Fri, 13 Jun 2001 16:12:12 GMT

Connection: close

…

Content-Type: multipart/mixed; boundary=”==3984934==”

X-Mms-3GPP-MMS-Version: 5.0.0

X-Mms-Message-Type: MM1_retrieve.RES

X-Mms-Request-Status-Code: Ok 

…

Depending on the message type, the MM1 message contains the Status or MM Status information elements. The Status information element field value is provided by the MMS Relay/Server after performing e.g. SMTP, IMAP4 or MMS MM1 specific commands and transported  as a value of an “X-Mms-Request-Status-Code:” header field as shown in the table below.

Table :35 Status responses

	MM1 Message/

Message Header
	X-Mms-Request-Status-Code:

	
	Command (s) performed by the MMS Relay/Server
	Protocol specific responses

	MM1_submit.RES
	SMTP DATA
	As specified in STD 10 [22]

	MM1_retrieve.RES
	IMAP UID FETCH
	OK - fetch completed

NO - fetch error: can't fetch that data

BAD - command unknown or arguments invalid

	MM1_forward.RES
	Set of SMTP commands
	As specified in STD 10 [22]

	MM1_read_reply_recipient.REQ
	SMTP DATA 
	As specified in STD 10 [22]


9.6 MM1 Authentication Model and Security 

Originator UA can supply  an additional authentication information as a part of URL in the “userinfo” field, such as “username:password”. Security risk has to be considered in this case, because of passing an authentication information in the clear text, unless a SSL is used to encode the HTTP message. Examples of such authentication mechanisms are provided on the figures 9-12.
It is recommended to implement different authentication and security mechanisms specified in RFCs  that are summarized in the table below and their referenced documents.
Table 36: Authentication and security RFCs

	RFC
	Title

	RFC 2246 [56]
	The TLS Protocol Version 1.0

	RFC 2818 [57]
	HTTP Over TLS

	RFC 2817 [58]
	Upgrading to TLS Within HTTP/1.1

	RFC 2617 [59]
	HTTP Authentication: Basic and Digest Access Authentication


The choice of specific security protocols depends on the security level desired by the MMS service provider and is out of the scope of this specification.
9.7 Terminal Capability Negotiation 
User Agent Profile provides information about the characteristics of the display (e.g. size, color support, bit depth), supported content types and network limitations (e.g. max message size).

The terminal capability negotiation, if supported, is performed by using the User Agent Profile mechanism [25].
The UAProf data is encoded in an RDF [26] data description language. It is conveyed during retrieval of multimedia message  as a part of HTTP GET request to the origin MMS Relay/Server. It is up to the origin server to decode the RDF data, extracting any needed device characteristics, to guide a content generation or a filtering operation it performs before returning data to the MMS User Agent.

For MMS, the MMS Relay/Server should be able to utilise the capability information to make adjustments to the delivered MM contents. For example, an MMS Relay/Server may delete a message component if the content type was not supported by the terminal. Alternatively, the MMS Relay/Server may adapt an unsupported content type to adjust the size, colour depth or encoding format. WAP makes no requirements to the handling of this data or of any notifications that may be made to the user concerning such adjustments.
9.8 MMS Message structure overview

The Multimedia Message (MM) consists of MMS headers and a message body. The message body may contain any content type, and generally consists of a multipart/related content type.  The MIME multipart, defined in RFC2045-2047 [44], [45], [6], [62], is used in Internet message formats, which makes MMS MMs compatible. The content type of the MM is ‘application/vnd.3gpp.mms’. 

The content type ‘application/vnd.3gpp.mms’ provides an example of how multimedia content and presentation information can be encapsulated to a single message.  The figure below depicts the conceptual model.
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Figure 16: Application/vnd.3gpp.mms message Structure

The MMS-headers contain MMS-specific information, which is mainly information about the transfer of the multimedia message from originating terminal to the recipient terminal.

In the simple text use case, where the message body is text, such as ‘text/plain’ or ‘text/html’, the MMS User Agent will simply present the message body.

The message body consists of multipart/related structure [84] including multimedia objects, each in separate part, as well as optional presentation part. The order of the parts has no significance. The presentation part contains instructions (eg: SMIL) on how the multimedia content should be rendered to the display and speakers etc, on the terminal. There may be multiple presentation parts, but one of them shall be the root part. In case of multipart/related, the root part is pointed from the Start parameter.

If the presentation part does not exist, it is up to the implementation of the terminal how the multimedia content is presented. Examples of the presentation techniques are SMIL [SMIL] and WML [WML].

9.9 MMS Presentation

The rendering of an MM for a user is the ultimate objective of the MMS. This rendering operation is known as presentation.  Various types of data may be used to drive the presentation. For example, the MM presentation may be based on a WML deck [27] or Synchronised Multimedia Integration Language (SMIL) [28] which includes links to other component elements in the multipart message. Other presentation models may include a simple text body with image attachments. UAProf [25] content negotiation methods should be used for presentation method selection.

9.10 MM1 Message Format

All fields of a multimedia message are  combined into a single MIME ([44], [45, [6], [62])  message with a “multipart” media type when one or more different sets of data are combined in a single body. A body part is formatted using the generic message format of STD 11 [5]. When only message headers are transferred or message is transferred as a part of a PAP message, the text/vnd.3gpp.mms  content type must be used.
9.10.1 Message header fields

MMS information elements should be referred to as “header fields” according to STD 11. 

The names of the header fields that do not originate from STD 11 [5] are preceded by “X-Mms” prefix.

The following tables provide the mapping of information elements to STD 11 header fields.

9.10.1.1 MM1_submit.REQ Header Mappings

The mappings of the MM1_submit.REQ information elements to STD 11 headers is detailed in the table below.

Table 37: MM1_submit.REQ Information Elements to
 STD 11 Header Mappings

	Information element
	STD 11 Headers

	Message Type
	X-Mms- Message-Type:

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Recipient(s) address
	To:, Cc:, Bcc:

	Content type
	Content-Type:

	Sender address
	From:

	Message class
	X-Mms-Message-Class:

	Date and time
	Date:

	Time of Expiry
	X-Mms-Expiry:

	Earliest delivery time
	X-Mms-Delivery-Time:

	Delivery report
	X-Mms-Delivery-Report:

	Reply-Charging
	X-Mms-Reply-Charging:

	Reply-Deadline
	X-Mms-Reply-Deadline:

	Reply-Charging-Size
	X-Mms-Reply-Charging-Size:

	Priority
	X-Mms-Priority:

	Sender visibility
	X-Mms-Sender-Visibility:

	Read reply
	X-Mms-Read-Reply:

	Subject
	Subject:

	Reply-Charging-ID
	X-Mms-Reply-Charging-ID:

	Content
	<message body>

	-
	Message-ID:


Content-type is mapped directly since both are defined as being MIME content types as specified in RFC 2046 [6].

The STD 11 “From:” header is determined by the mail user agent, or, in this case, the MMS User Agent.  This corresponds to the MM “Sender address”, as set by the MMS User Agent.

9.10.1.2 MM1_submit.RES Header Mappings

Mapping of the MM1_submit.RES message information elements to the STD 11 messages headers is detailed in the table below.

Table 38: MM1_submit.RES Information Elements STD 11 Header Mappings

	Information element
	STD 11 Headers

	Message Type
	X-Mms- Message-Type:

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message ID:
	X-Mms-Message-ID:

	Request Status
	X-Mms-Request-Status-Code:

	Request Status Text
	X-Mms-Request-Status-Text:

	-
	Message-ID:


9.10.1.3 MM1_notification.REQ Header Mappings

The mappings of the MM1_notification.REQ information elements to STD 11 headers is detailed in the table below.

Table 39: MM1_notification.REQ Information Elements to
 STD 11 Header Mappings

	Information element
	STD 11 Headers

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Message class
	X-Mms-Message-Class:

	Message size
	X-Mms-Message-Size

	Time of Expiry
	X-Mms-Expiry:

	Message Reference
	X-Mms-Message-Reference:

	Subject
	Subject:

	Priority
	X-Mms-Priority:

	Sender address
	From:

	Delivery report
	X-Mms-Delivery-Report:

	Reply-Charging
	X-Mms-Reply-Charging:

	Reply-Deadline
	X-Mms-Reply-Deadline:

	Reply-Charging-Size
	X-Mms-Reply-Charging-Size:

	Reply-Charging-ID
	X-Mms-Reply-Charging-ID:

	-
	Message-ID:


Element Descriptor Information element is not included  to the table 39 because it is an  implementation specific information.

9.10.1.4 MM1_notification.RES Header Mappings

The mappings of the MM1_notification.RES information elements to STD 11 headers is presented in the table below.

Table 40: MM1_notification.RES to STD 11 Header Mappings

	Information element
	STD 11 Headers

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	MM Status
	X-Mms-MM-Status-Code:

	Report Allowed
	X-Mms-Delivery-Report:

	-
	Message-ID:


9.10.1.5 MM1_retrieve.REQ Header Mappings

The mappings of the MM1_retrieve.REQ information elements to STD 11 headers is presented in the table below.

Table 41: MM1_retrieve.REQ to STD 11 Header Mappings

	Information element
	STD 11 Headers

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Message Reference
	X-Mms-Message-Reference:

	-
	Message-ID:


9.10.1.6 MM1_retrieve.RES Header Mappings

The mappings of the MM1_retrieve.RES information elements to STD 11 headers is detailed in the table below.

Table 42: MM1_retrieve.RES Information Elements to
 STD 11 Header Mappings

	Information element
	STD 11 Headers

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Message ID
	X-Mms-Message-ID:

	Sender address
	From:

	Content type
	Content-Type:

	Recipient(s) address
	To:, Cc:, Bcc:

	Message class
	X-Mms-Message-Class:

	Date and time
	Date:

	Delivery report
	X-Mms-Delivery-Report:

	Priority
	X-Mms-Priority:

	Read reply
	X-Mms-Read-Reply:

	Subject
	Subject:

	Status
	X-Mms-Request-Status-Code: 

	Status Text
	X-Mms-Request-Status-Text: 

	Reply-Charging
	X-Mms-Reply-Charging:

	Reply-Charging-ID
	X-Mms-Reply-Charging-ID:

	Reply-Deadline
	X-Mms-Reply-Deadline:

	Reply-Charging-Size
	X-Mms-Reply-Charging-Size:

	Forward_counter
	X-Mms-Forward-Counter:

	Forwarded_by
	Resent-From:

	Content
	<message body>

	-
	Message-ID:


9.10.1.7 MM1_acknowledgement.REQ Header Mappings

The mappings of the MM1_acknowledgement.REQ information elements to STD 11 headers is detailed in the table below.

Table 43: MM1_acknowledgement.REQ Information Elements to
 STD 11 Header Mappings

	Information element
	STD 11 Headers

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Report Allowed
	X-Mms-Report-Allowed:

	MM Status
	X-Mms-MM-Status-Code:

	-
	Message-ID:


Note, that MM Status information element is needed for determining the status of the MM in the case of delayed retrieval.
9.10.1.8 MM1_forward.REQ Header Mappings

The mappings of the MM1_forward.REQ information elements to STD 11 headers is detailed in the table below.

Table 44: MM1_forward.REQ Information Elements to STD 11 Header Mappings

	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Recipient address
	Recent-To: Resent-Cc: Resent-Bcc:

	Forwarding address
	Resent-From:

	Date and time
	Resent-Date:

	Time of Expiry
	X-Mms-Expiry:

	Earliest delivery time
	X-Mms-Delivery-Time:

	Delivery report
	X-Mms-Delivery-Report:

	Read reply
	X-Mms-Read-Reply:

	Message Reference
	X-Mms-Message-Reference:

	-
	Message-ID:


9.10.1.9 MM1_forward.RES Header Mappings

The mappings of the MM1_forward.RES information elements to STD 11 headers is detailed in the table below.

Table 45: MM1_forward.RES Information Elements to STD 11 Header Mappings

	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Status
	X-Mms-Request-Status-Code:

	Status Text
	X-Mms-Request-Status-Text:

	Message ID
	X-Mms-Message-ID:

	-
	Message-ID:


Example:

HTTP/1.1 200 OK

Date: Fri, 13 Jun 2000 14:28:15 GMT

Server: Apache/1.3.19 (Unix) tomcat/2.0

Servlet-Engine: Tomcat Web Server/3.2.1 (JSP 1.1; Servlet 2.2; Java 1.5.0; Linux 2.2.14-5.0 x86; java.vendor=IBM Corporation)

Connection: close

Transfer-Encoding: chunked

Content-Type: text/vnd.3gpp.mms
X-Mms-MMS-Version: 5.0.0

X-Mms-Message-Type: MM1_forward.RES

X-Mms-Request-Status-Code: Forwarded
X-Mms-Status-Text: Message forwarded successfully
X-Mms-Message-ID: “376473647364736”

9.10.1.10 MM1_delivery_report.REQ Header Mappings

The mappings of the MM1_delivery_report.REQ information elements to STD 11 headers is detailed in the table below.

Table 46: MM1_delivery_report.REQ Information Elements to STD 11 Header Mappings

	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Recipient Address
	From:

	Event Date
	Date:

	MM Status
	X-Mms-MM-Status-Code:

	-
	X-Mms-Request-Status-Text:

	-
	Message-ID:


9.10.1.11 MM1_read_reply_recipient.REQ Header Mappings

The mappings of the MM1_read_reply_recipient.REQ information elements to STD 11 headers are detailed in the table below.

Table 47: MM1_read_reply_recipient.REQ Information Elements to STD 11 Header Mappings

	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Recipient Address
	From:

	Originator Address
	To:

	Message ID
	X-Mms-Message-ID:

	Date and Time
	Date:

	Status
	X-Mms-MM-Status-Code:

	-
	X-Mms-Request-Status-Text:

	-
	Message-ID:


9.10.1.12 MM1_read_reply_originator.REQ Header Mappings

The mappings of the MM1_read_reply_originator.REQ information elements to STD 11 headers are detailed in the table below.

Table 48: MM1_read_reply_originator.REQ Information Elements to STD 11 Header Mappings

	Information element
	STD 11 Header

	3GPP MMS Version
	X-Mms-3GPP-MMS-Version:

	Message Type
	X-Mms-Message-Type:

	Recipient Address
	From:

	Originator Address
	To:

	Message ID
	X-Mms-Message-ID:

	Date and Time
	Date:

	MM Status
	X-Mms-MM-Status-Code:

	-
	X-Mms-Request-Status-Text:

	-
	Message-ID:


9.10.1.13 MM1_Message header field value range
MMS information elements that are mapped to standard STD 11 “header fields”, i.e. which do not have an “X-MMS-” prefix, should be used according to [5].  The rest of the header definitions used in this section, including the mechanisms and pre-defined tokens, are described in ABNF (Augmented Backus-Naur Form), similar to that used by STD 11 [5]. Implementers will need to be familiar with the notation in order to understand these definitions.

For the residual MMS information elements the following applies:
X-Mms-3GPP-MMS-Version:

3GPP-MMS-Version = "X-Mms-3GPP-MMS-Version" ":"  1*DIGIT "." 1*DIGIT "." 1*DIGIT

Note that the numbers MUST be treated as separate integers and that each may be incremented higher than a single digit. Thus, 2.1.4 is a lower version than 2.1.13, which in turn is lower than 2.3.0 Leading zeros shall be ignored by recipient MMS Relay/Server and shall NOT be sent. The version is according to the version of this specification (see also subclause “Foreword”).

X-Mms- Message-Type: 

Message-Type = "X-Mms-Message-Type" ":" ("MM1_submit.REQ" | "MM1_submit.RES" | "MM1_notification.REQ" | "MM1_notification.RES" | "MM1_retrieve.REQ" | "MM1_retrieve.RES" |"MM1_acknowledgment.REQ" | "MM1_forward.REQ" | "MM1_forward.RES" | "MM1_read_reply_recipient.REQ" | "MM1_read_reply_originator.REQ" )

X-Mms-Message-Reference:

Message-Reference =  "X-Mms-Message-Reference" ":" URI

X-Mms-Expiry:

Time-of-Expiry = "X-Mms-Expiry" ":" ( HTTP-date | delta-seconds )

X-Mms-Forward-Counter:

Forward-counter = "X-Mms-Forward-Counter" ":" long-integer

X-Mms-Delivery-Time:

Earliest-delivery-time =  "X-Mms-Delivery-Time" ":" ( HTTP-date | delta-seconds )

X-Mms-Delivery-Report:

Delivery-report =  "X-Mms-Delivery-Report" ":" ( "Yes" | "No" )

X-Mms-Ack-Request:

Ack-Request =  "X-Mms-Ack-Request " ":" ( "Yes" | "No" )

X-Mms-Message-ID:

Message-ID =  "X-Mms-Message-ID" ":" quoted-string

X-Mms-Transaction-ID:

Transaction-ID =  "X-Mms-Transaction-ID" ":" quoted-string

X-Mms-Message-Class:

Message-class = "X-Mms-Message-Class" ":" ( Class-identifier | quoted-string )

Class-identifier = "Personal" | "Advertisement" | "Informational" | "Auto"
X-Mms-Message-Size:

Message-size = "X-Mms-Message-Size" ":" long-integer

X-Mms-Priority:

Priority = "X-Mms-Priority" ":" ( "Low" | "Normal" | "High" )

X-Mms-Reply-Charging:

Reply-Charging = "X-Mms-Reply-Charging" ":" ( “Yes” | “No” )

X-Mms-Reply-Charging-ID:

Reply-Charging-ID = "X-Mms-Reply-Charging-ID" ":" quoted-string

X-Mms-Reply-Deadline:

Reply-Deadline = "X-Mms-Reply-Deadline" ":" ( HTTP-date | delta-seconds )

X-Mms-Sender-Visibility:

Sender-visibility = "X-Mms-Sender-Visibility" ":" ( "Hide" | "Show" )

X-Mms-Read-Reply:

Read-reply = "X-Mms-Read-Reply" ":" ( "Yes" | "No" )
X-Mms-Request-Status-Code:

Request-status-Code =  "X-Mms-Request-Status-Code" ":" ( "Ok" | "Error-unspecified" | "Error-service-denied" | "Error-message-format-corrupt" | "Error-sending-address-unresolved" | "Error-message-not-found" | "Error-network-problem" | 
"Error-content-not-accepted" | "Error-unsupported-message" )
X-Mms-MM-Status-Code:

MM-Status-Code = "X-Mms-MM-Status-Code" ":" ("Expired" | "Retrieved" | "Rejected" | "Deferred" | "Intermediate" | "Forwarded" | "Unrecognised" | "Read" )
X-Mms-Request-Status-Text:

Request-Status-Text = "X-Mms-Request-Status-Text" ":" (Text-string)
9.10.1.14 MM1 Address encoding

In the case where STD 11 addressing is used the address encoding shall be compliant to encoding rules specified in STD 11 [5].

In the case when the originator’s address was an E.164 address, the address fields shall be converted to the following format by the sender’s MMS Relay/Server:

addr-spec = MMS-address

MMS-address = "+" E.164 ["/TYPE=PLMN"]
E.164 = 1*DIGIT

Where ‘addr-spec’ is specified in STD 11 [5]. 
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